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1. Course Name:Course Code:
Computer Security Theory and Application

2. Credits and Hours:
32 h /2 credits

3. Degree Level:
Academic Degree Master

4. Prerequisite Courses:

Computer Network

5. Textbooks and Reference Books

{Theory and practice of computer network security (The Second Edition) ), Wang Jie,
Higher Education Press

¢ Network security infrastructure - network attack and defense, protocol and
security) , Publishing House Of Electronics Industry

{Principles of computer security: security + ™ and beyond) , Wang Zhao. etc,

Higher Education Press



6. Course Description
Network security is of most significance to computer science and application.

The goal of the course is to cultivate talents for the needs and strengthen the
students’awareness of network security and the understanding of the basic content and
security technologies.The course content involves three parts:
[1] A variety of security protocols and industry standards on the basic of
cryptography;
[2] Firewalls, intrusion detection principles and authority management which can
make up communication protocol defects and system vulnerabilities;

[3] Computer security laws.



